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1. Introduction

In Internet of Things (loT) is the
new trend for connecting objects and appli-
ances in real-time with remote applications
in the devices and communication networks.
loT introduces new constraints and chal-
lenges that increase the requirements of ro-
bust cryptosystems[1]. In contrast, 0T is
mainly based on constrained devices and
they provide low computation processes [2].
This may represent the major drawback
within these devices and their applications
in terms of data security. 10T devices may
involve very sensitive data that may be re-
lated to the physical environments corre-
sponding to the personal information or ad-
dresses of people, discoursing this data may
impact security issues [2]. In contrast, most
traditional cryptosystems that apply cryp-
tography provide solutions that focus on
constructing a high layer of security, while
ignoring the circumstances of constrained
devices [13]. Enhancing the security of the
cryptosystems requires a various procedure
to support the current methods and should
improve new behaviors that are resistant to
most types of attacks [1]. Therefore, ci-
pher algorithms are considered the most de-
pendable approaches applied to protect val-
ued and sensing data[3]. This approach is
mainly based on developing robust cipher
algorithms and keys that are considered ef-
ficient against different attacks, such as dif-
ferent sizes of keys being used for every
round to have randomized round keys [4].
However, most of the recent cryptosystems
are focused on the developments of encryp-
tion speed and simplicity for implementa-
tion in 10T applications. Such cryptosystems
are considered less complex hardware cir-
cuitry and a distinctive feature of these ci-
pher systems is the continued change of the
keys for all bits of the plain text resulting in
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the creation of robust cipher text even for
the plain text of repetitive blocks[5]. This
paper presents a review of the security chal-
lenges of 10T applications, cipher catego-
ries, a description of cipher algorithms, and
the symmetric versus asymmetric deliberat-
ing and examining various public types of
lightweight cipher algorithms.

2. SECURITY CHALLENGES BASED
I0T APPLICATIONS

In recent, most devices and applications
have connected and managed their services
through the Internet. Various loT-based ap-
plications have been designed, such as
online shopping and direct online bill pay-
ment[6].The rapid increase in 10T devices
and applications presented a new challenge
in terms of diverse security risks. 10T de-
vices are based on limited resources that can
handle small and lightweight applications.
Constrained devices that apply for loT
systems consist of small resources such as
low processor and memory that cannot im-
plement conventional cryptosystems[7].
This is measured as a big challenge facing
IoT systems which is difficult to implement
conventional security on constrained devic-
es. In contrast, the traditional cipher algo-
rithms produce more security and do not
take into account the requirements of loT
devices. Moreover, there are various chal-
lenges facing 0T security such as Encryp-
tion, Interoperability, Key Management,
authentication, and mechanisms[8]. Privacy
and confidentiality are considered the main
security issues in loT applications and ci-
pher algorithms are the vital key to protect
sensitive data of the sensor nodes and
transmission information. Most of the En-
cryption algorithms implemented within the
IoT systems have shown vital challenges,
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and encounter various security issues of the
existing network systems such as privacy
interoperability and lifespan and support
that arise from the utilization of billions of
intelligent devices[9]. Hence, the main se-
curity challenges that should be concerned
with 10T applications are confidentiality,
integrity, privacy, availability, authenticity,
non-repudiation, and key management[10].
The main challenges of 10T applications are
shown in Figure 4 below.

Challenges

of IoT

Figure 1. Security Challenges of 10T[10]

Despite loT applications having grown
speedily over the last few years, cryptosys-
tems still face difficulty in reaching the high
level of security risks. The standard security
algorithms are designed to work with tradi-
tional computers and networks that are easy
to implement and execute on most forms of
cryptosystems. In contrast, 10T cryptosys-
tems have no such standard solution that
could work on every device because of the
diverse constraints among dissimilar devic-
es.

Thus, to provide secure communication of
loT devices with confidentiality, integrity,
and authentication services, cryptosystems
require multi-layers of security solutions, to
protect the information from intrusions and

173

other attacks[11]. Moreover, traditional
communications could be secure at diverse
layers and the current security applied in
internet protocols is based on a popular
broadly trusted group of cryptographic algo-
rithms such as the AES algorithm that is uti-
lized to provide confidentiality, the RSA
algorithm utilized to generate digital signa-
tures, and Key transport, SHA-3 algorithms
generate hash values, and Diffie-Hellman
algorithm that provides asymmetric shared
key. This set of cipher algorithms is consid-
ered as difficult to implement in most loT
systems related to the high requirements of
resources that should exist in the devices.
The traditional cipher algorithms give ex-
cellent security and typically work with ap-
pliances that should have enough resources
such as memory and high processing speed.
Thus, Lightweight cipher algorithms are de-
signed to use fewer resources and are ap-
propriate for constrained devices. These al-
gorithms such as PRESENT, LED, XTEA,
and SIMON require less computational cost
and low memory size, which is considered
suitable for 10T devices[12]. However,
Lightweight cipher algorithms suffer from
the tradeoff of cost and performance and
should be a concern when implemented in
0T devices. Recently, researchers enhanced
and expanded the field of Lightweight ci-
pher algorithms by mixing them with other
cipher algorithms such as ElIGamal and ECC
to be utilized within 10T devices. This ap-
proach would give security higher than oth-
er lightweight cipher algorithms. It is de-
signed to be implemented with constrained
devices and is considered appropriate for
10T systems that comprise limited memory
and processors. Recent studies about loT
network security are providing hopeful re-
sults like efficient implementations of shift-
ing operations and adapting algorithms such
as Elliptic curve cryptography (ECC) and
(RSA) rather than multiplication operations
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of the microprocessor that require more re-
sources. Thus, In an loT environment, the
requirement for using the appropriate cryp-
tosystem solution is increasing. Nonethe-
less, based on the limited resources such as
low power computation, small memory and
small size of the node devices produce limi-
tations in implementing traditional cryp-
tosystems. The primitives of traditional ci-
pher algorithms may not be suitable for
these constrained devices[6, 7]. Therefore, it
is necessary to adapt and develop a new
family of cryptosystems that are efficient for
loT applications. In addition, the current
smart applications require an intelligent ci-
pher solution that delivers adequate security
performance in universal computing and
also for constrained edge devices.

3. CIPHER ALGORITHMS

Cryptography is considered a mathemati-
cal or logical scheme that is mainly based
on converting real data and concepts into
vague data in random and reversible order.
This scheme is based on reversible and uti-
lizable operations that could work in two
directions. Cryptography consists of two
parameters which are the message text and
the key to produce a secret text changed un-
predictably using cipher algorithms [13, 14].
In general, cipher algorithms are used to
achieve many goals and some of them are
the following:

+ Authentication: is the operation of pre-
senting identity to a person to access spe-
cial resources and information using the
same keys[15].

» Confidentiality: is The eventual goal of the
encryption process to confirm that only the
cipher-key owner obtains the original
plaintext[16].

* Data Integrity: is the process that guaran-
tees the validity of access to the database
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that belongs to an exact group or per-
son[17].

 Non-Repudiation: is the process of ensur-
ing that both the sender and receiver
acknowledge the delivery of the
messages[18].

* Access Control: is the operation that con-
firms access only to the group with the right
authentication to log into the corporate in-
formation and resources[19].

Moreover, there are two types of cryptog-
raphy algorithms which are symmetric and
asymmetric cipher algorithms.

3.1 SYMMETRIC CIPHER
ALGORITHMS

Symmetric cipher refers to algorithms
that utilize the same encryption key for both
the plaintext and ciphertext such as the DES
algorithm[20]. The Symmetric key algo-
rithms exchange the key between the two
sides of the sender and receiver and consider
the disadvantage of symmetric key algo-
rithms. In contrast, the core advantages of
symmetric key algorithms are that they do
not consume too many resources with a
high-speed encryption process. Symmetric
Cryptography is divided into two types:
block cipher and stream cipher algorithms.
In the block cipher algorithm, the plaintext
of any length of the message is converted
into fixed blocks and each block is pro-
cessed individually. Different techniques
are used with block cipher algorithms that
help to manage the message length when
divided into blocks such as smaller or longer
than the block size, then the padding ap-
proach should implemented. Block cipher is
mainly based on the key length for encrypt-
ing and decrypting the message which rep-
resents the strength of the cipher algorithm
and both the message and the key are ap-
plied to generate the cipher text. In contrast,
In the stream cipher, the encryption process
works bit by bit and encrypts together with
the key stream to produce cipher text un-
readable to anyone without the proper key.
In general, stream cipher algorithms are
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considered faster, require small resources
for the encryption process, and that most
chosen for converting the small message. In
contrast, block cipher algorithms could be
converted into stream cipher algorithms by
applying various methods of operations such
as counter mode which means a secure
block cipher could build a fast stream cipher
algorithm[21]. Such symmetric cipher algo-
rithms that could be used in IoT applications
are DES and PRESENT algorithms.

3.2 ASYMMETRIC CIPHER
ALGORITHMS

Asymmetric cipher algorithms apply
different keys for the plaintext and the ci-
phertext[22]. This approach comprises two
keys: a private key and a public key. The
public key is utilized to encipher plaintext
and everyone may know it, whereas the pri-
vate key is utilized for the deciphering pro-
cess of the cipher text. Distinct from sym-
metric cipher algorithms, which share dif-
ferent keys, this is considered one of the
core advantages of asymmetric ciphers. In
contrast, the core disadvantage of asymmet-
ric cipher algorithms is that consume too
many resources and are not as fast as sym-
metric cipher algorithms. Some of the
asymmetric cipher algorithms that could be
used in loT applications are RSA and Ellip-
tic Curve Cryptography (ECC) algorithms.
The previous studies of the Symmetric and
Asymmetric cryptosystems exhibited that
some of the symmetric cipher algorithms are
considered faster in the enciphering process
compared to asymmetric cipher algorithms
based on a comparative analysis of time
complexity[6].

4. CHALLENGES OF CIPHER
ALGORITHMS

In this section, the most common chal-
lenges related to the development and im-
plementation of cipher algorithms for IoT
applications will be presented. The current
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studies for developing cipher algorithms for
constrained devices that consist of limited
resources such as power consumption, per-
formance speed, storage size, and data ma-
nipulation are considered critical issues.
IoT applications are designed based on
connecting numerous devices on a network
and each device consists of different soft-
ware and hardware. Most 10T appliances are
computers, sensors, digital tools, and mi-
crocontrollers that transfer sensitive data via
untrusted networks. Therefore, protecting
data and applications is essential in 10T se-
curity which requires an efficient cryp-
tosystem for such devices. However, Nu-
merous cipher algorithms are designed to
work with different applications and this
work will be focused on the shortcomings of
the most used cipher algorithms such as the
cost and performance of commonly used
cryptographic algorithms, including DES,
AES, and RSA[23].

4.1 HARDWARE IMPLEMENTATION

One of the major issues that researchers
and developers when designing and imple-
menting cipher algorithms for 10T devices is
the hardware. The storage consumption,
structure size, and power consumption are
the main metrics, for consideration during
designing cipher algorithms. The particular
type of device only gives an exact measure
for any lightweight algorithm but is still not
efficient for other devices. In addition, the
simulation results that apply to different de-
vices would not be enough with exact
measurements and other tools for the same
appliances. Thus, there is no typical com-
parison for measuring the efficiency of the
hardware implementation based on different
algorithms. In contrast, one of the main
trends for developing an efficient cipher al-
gorithm for such devices is based on con-
sidering the lowest resource consumption
such as memory requirements, and smaller
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block processing with smaller key sizes that
are preferable for lightweight cryptosys-
tems. However, implementation of small
key length algorithms into constrained de-
vices using read-only structures memory
would enable the key schedule to use only
simple operations and would be easy to
break. Moreover, energy management is
considered the core for hardware imple-
mentation along with the time consumption
of multiple operations are also plays a key
role in designing lightweight cipher algo-
rithms[24].

4.2 SOFTWARE IMPLEMENTATION

The other main issue in developing and
implementing the cipher algorithms for loT
applications is the primitive software such
as RAM consumption, program size, and the
data in bytes per round, which are consid-
ered essential measurements. The efficient
framework should be evaluated based on the
implementations and performance of dif-
ferent cipher algorithms using diverse met-
rics across different loT applications.
Therefore, the concern of recent studies is to
reduce the computational cost of software
implementation for the primitive parameters
of cipher algorithms such as the number of
rounds, key size, and programming code.
This concern should Improve the software
efficiency of cipher algorithms which are
designed for resource devices[25].

4.3 KEY DISTRIBUTION

Cipher algorithms require encryption
keys to encrypt and decrypt messages that
transfer through loT devices. In addition,
nodes and the appliances in loT systems
should agree on key exchange in such a way
as to protect the messages from adversaries
and compromise the whole network. Key
management is the core of cipher algorithms
that protect sensitive data of different de-
vices and applications in the communication
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network [26]. The generated cipher Keys
should be exchanged and then stored in a
manner that keeps it protected from the
eavesdropper which would compromise the
communication and data integrity if knows
the encryption key. One of the main chal-
lenges to protect the key distribution in the
network is that the entire system should
comprise a refresh and update process of the
keys from time to time. Such systems
should implement a single key that should
be utilized for all nodes and devices to make
the encryption process easier for 10T appli-
cations. However, if one node becomes
compromised by an attacker then all cipher
algorithms in the nodes of the entire net-
work would be broken. In contrast, having a
different key for each node makes the entire
key management process harder which con-
sists of a large number of nodes and devices.
Thus, still no fit size for all cipher algo-
rithms of the key distribution in heteroge-
neous devices of such loT applications.

4.4 DIGITAL SIGNATURES

Digital signatures are considered an es-
sential component in asymmetric cipher al-
gorithms which offer several security ser-
vices such as authenticity, integrity, and
non-repudiation of exchange messages in
IoT applications. The cipher algorithms of
0T applications are applied to provide au-
thentication, signature, and access control
methods that could help secure sensitive da-
ta and protect them from unauthorized ac-
cess. [27]. The digital signatures mechanism
guarantees that the message receiver can
verify the identity and prevent the eaves-
dropper from sending the message. Numer-
ous digital signature algorithms have been
proposed to offer practical mechanisms for
reaching message integrity[28]. The Digital
Signature algorithm is a mathematical
scheme developed to ensure the integrity of
data exchange in communication networks
by giving authenticity to the received data
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along with the data sender. This type of ci-
pher algorithm is preferred for cryptosys-
tems that require data integrity during the
exchange of sensitive information between
several parties. A digital signature compris-
es assigning a unique value that acts as a
stamp on the message. This value could be
generated by a hash function that converts
the original message of the sender user with
a key into a hash value[29]. However, digi-
tal signature verification is considered the
main concern for cryptosystem developers
to a void cryptoanalysis from attacking the
generated hash value while transferring the
data in untrusted networks. The recipient
usually uses the public key to verify the
message, along with generating the hash
value utilizing the hash algorithm. If the two
hash values for the sender and receiver are
the same, it would mean that the message is
truthful and no one modified it otherwise the
data was changed. However, the speed and
efficiency of such an algorithm are im-
portant for reaching the correct decision and

giving feedback for evaluations[29].

Hence, all of the above challenges
should be considered during designing and
developing cipher algorithms for con-
strained devices of loT applications. The
analyses of these challenges would be useful
for researchers in choosing appropriate ci-
pher algorithms for real scenarios and ar-
chitectures with their specific features.

5. CIPHER ALGORITHMS-BASED IOT
APPLICATIONS

Lightweight cipher algorithms are
mainly based on the cryptography field that
focuses on fast performance and efficient
encryption techniques for constrained de-
vices of IoT applications. These algorithms
are considered as the replacement of the tra-
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ditional computationally expensive cipher
algorithms that require high resource re-
quirements. In contrast, Lightweight cipher
algorithms are designed to be lighter based
on their key length, storage requirements,
and execution time along with reaching an
adequate level of security[24]. These types
of cipher algorithms are considered the most
suitable for constrained devices and more
applicable for 10T systems which are lesser
resources for utilized compared to heavy-
weight  traditional  cryptosystems[30].
Lightweight cryptosystems are developed to
fit the resource limitations of such 10T de-
vices, for the important specification of key
size, block size, code functions, clock cy-
cles, and other properties. The target of de-
veloping a lightweight cipher algorithm is to
compromise various parameters such as low
resource requirements, computational cost,
performance, and robustness of the cryp-
tosystem. Thus, the main requirements for
designing an efficient cryptosystem of loT
applications are based on lightweight algo-
rithms that are intended to utilize smaller
block sizes (32, 48, or 64 bits) than a tradi-
tional cipher algorithm, which has a larger
block size (128 or 256 bits). Lightweight
cipher algorithms are compromises on
properties of hardware implementation that
are evaluated by essential measures such as
chip size, memory size, and power con-
sumption. Different structures of Light-
weight cipher algorithms should be consid-
ered when developing an efficient cipher
algorithm as shown in the following table 1.
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Table 1. The Structures of Different Lightweight Cipher Algorithms

Lightweight Cipher

Explanation of Cipher

Acronyms Cipher Structure Algorithms Structure
AES, PRESENT, | In substitution box(S-Box)
I-PRESENT, GIFT, | replaces symbols or groups of
Midori, SKINNY, | symbols, while the
Zorro, Prince, Pride, | permutation box(P-Box)
Substitution | EPCBC, LED, Picaro, | rearranges their orders and
SPN Permutation | Crypton, Rectangle, | then forms them into the next
Networks | Iceberg, Noekeon, round
Puffin-2, 3Way,
Kalyna, Kuznyechik,
SAFER, SHARK,
Square,
LBlock, DESL, | The data block is splatted into
EN Feistel networks DESLX, TEA | two equivale_nt parts and t_hen
run encryption in multiple
rounds
CLEFIA, | Divides input data into sub
TWINE,Piccolo, | chunks (k) and runs a standard
GEN General Feistel Feistel function for each two
Network sub chunks, then executes a
cyclic shift of (k) subblocks
[12]
Speck, SIMON, | ARX involves three
HIGHT, IDEA | operations 1-Add
modification on the finite field
2-Rotate circular shift 3- XOR
ARX function
Add-Rotate-XO encryption-decryption using
addition, rotation, and XOR
functions, in comparison with
SPN and Feistel ciphers
although ARX is fast it is
limited in security
NLESR NonLinear-Feedpack KeeLoq, Halka, | builds blocks of stream
Shift Register KATAN/KTANTAN ciphers
Hybrid Hummingbird, | Mix of any three types
Hybrid Hummingbird-2, | of(SPN, FN, GFN, ARX,
PRESENT-GRP NLFSR)
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Table 2. Comparison of the most known lightweight cipher algorithms

: 2 Block |~ 2 | @ | Throughput .
Cipher c = o Describe &
Algoprithm & Year S'.Ze @; §_ At 100Khz Environment Ref.
= (bits) T N | & (Kbps)
2001 128 | 128 | 10 56.64 | classic algorithm
192 | 12 standardized by NIST is
w not proper for extremely
AES 2 256 14 constrained devices like 13
RFID tags and sensor
networks
o | 2014 64| 80| 30 12.4 | Encryption-Decryption
I-PRESENT g 128 12.12 | is done in the same | 14
circuit
o« | 2017 64| 128 | 28 improved version  of
GIFT g 128 40 PRESENT | 15
2007 128 | 128 | 18 39 | High-performance high
) security  towards a
CLEFIA 2 variety of attacks, used | 16
in ultra-small
applications
2015 64| 80| 25 246 | ultra-lightweight  very
0 128 good  security and
Rectangle E performance, suitable to | 17
use with a variety of
application
2011 64| 80| 32 200 | enough security against
various attacks, use in
LBlock AL RFID tags, sensor | 18
networks,
microcontrollers...
»> | 2013 48| 96| 23 4.2 | Released by the
SPECK Y 64 | 128 | 27 National Security | 19
X Agency (NSA)
2014 64| 80| 24 High level of security,
,Z 7% smaller and 3 times
Halka a faster than PRESENT | 20
Py
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In addition, to achieve an efficient cryp-
tosystem for 10T applications, it is necessary
to develop a cipher algorithm consisting of
tradeoffs among both security and perfor-
mance[31].Thus, in this work a comparison

Table 2 above shows the security analysis of
lightweight cipher algorithms that are based
on enough security margin against various
known attacks, such as differential and cor-
relation cryptanalysis. The analysis based on
these

major features that should be considered
when designing and developing cipher algo-

6. Result and analysis

Some considerations should be considered
when designing an efficient cipher algo-
rithm as the following:

e The main variables of a cipher algorithm
should be considered such as block size,
key length, rounds, and throughput. In
contrast, the internal structure of the al-
gorithm may cause security issues such
as brute-force key attacks.

e The cipher algorithms would be preferred
built upon parameters that are widely
utilized and thoroughly analyzed.

e The structure of cipher algorithms should
be based on simple function and altera-
tions operations with simplified layers
that decrease the ROM requirements.

e The design should compromise produc-
tive components to measure the perfor-
mance such as data-dependent bits, shift
registers, low cost, and other elements.

6. CONCLUSION

The significant change in the usage of
internet and the form amount of computing
devices presents many challenges in terms
of the security of their resources, as well as
the connection data that are transmitted in
untrusted networks. 10T applications are
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of the most known lightweight cipher algo-
rithms is conducted based on some major
features such as block size, key size, and
rounds with a Throughput measurement of
each algorithm as shown in Table 2.

rithms which are usually need more round
operations eve sufficient diffusion property.
There are different indicators are utilized to
guide the design of lightweight cipher algo-
rithms, such as block size, key size, rounds,
and high throughput.

eThe structure of cipher algorithms should
consist of a simple key schedule that
could derive subkeys rapidly.

e The entire design of cipher algorithms
should compromise on basic operations
with a substantial number of rounds.

e The proposed cipher algorithms should
consider the operations and the available
resources for which devices and plat-
forms are designed.

e The cipher algorithms that work with

constrained devices should be equipped
with a symmetric key algorithm for at-
taining the security of end-to-end and
consumes fewer resources of 10T appli-
cations.
Thus, to design efficient cipher algo-
rithms for loT applications, it is neces-
sary to consider the tradeoff between
both security and performance

considered the most concern for cryptosys-
tem developers which consist of various
platforms and limitations that should be
studied well before designing such systems.
This paper presented a broad description of
the most important challenges of cipher al-
gorithms that should be considered for de-
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veloping an efficient lightweight cryptosys-
tem. These challenges are studied and ex-
plored in order to help researchers enhance
the performance of the current cipher algo-
rithms of constrained devices. Therefore,
several limitations of cipher algo-
rithms-based loT applications are discussed
in this paper such as hardware and software
implementation, Key size, block size,
rounds, throughput, and others. Moreover,
the security analysis shows that the cipher
algorithms should have enough security
margin against various known attacks, such
as differential and correlation cryptanalysis.
Moreover, cipher algorithms should achieve
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