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, ep s*cliiJl 6.ra.rei t Llj g' . -t tu115ry1r ,,jcFrrlt {$t }-F +tr Jl , tA\i!
. : ;1:1ll ,i{s!l ,,l-jE-,ir eL--n!t gll r-,-at, r-l:- l++r,ltJ3-yl ;^.s ;1i ,,,r; tx
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. lirJs ,:YL3-l g4.lil -tqaXl g-;fi: -
. .yL-)ll* gal:,.il tl l-oJE-tj (L-ljll) :ij.)t drUt.J*Jt +rsj -

.tr+"J3,rL *J]6IJ &Jllll LLr LilJ.J 1^i,..! &lrJ\t".ll ,lj:s!l l.li.j.rol -
.1+yl rrlilJiiYl ii13 lalllle 9-.!l r. -_rtl -



sjEll ''''JJl
g.,!fe gjirr 9 crlrjrL.ttl CFI d}i ,:tq{j

: aLj&.ll iFl rtlij r+lJi sjll ,:lqq:jl : !3i

' r++:ll c!+: c.,l+*31 ,.:. +).! sl-.urJ l.(+ \ 1-1 dll &L!.ll 0.1 d-,--p
ri ,-,*+:tls i. ..r 6rs $r c,Lj*Jt er ol .+ -! iri cfu 9!r iE Jl JLrll
ii.s 31 rr,,r-- I ,l u-r.rr) ,1 r..16-. !t .,a-., !p ji ,yr-I ,15qJ ri -ir:.Jl rJ+J
(INTOSA, octber, 1995 ) ',J*++ll &JlJSlr, qrllrJ*Si JL,:i. I Stlxlj , gl"JAJ.S

dJ:i,:lJi-)l _x,6 u. Jl .9rl ,:L-;LJI f-lliy dln Jl ,--.,1++1ll ,J. #S.11 lJl Ol

i--jls. -p+ll-, &-Jl 1"{-J1+ u+l sLrLJl r-!.1 r.rp turll Olr . dJr$lr r*UJll

:ljlJll uLr.JJ

' Cr' ;t" ,l "+lr- OF l.J arr".r-lJl :'tl/l' \

, l.{+1-- l4J.Jl g.3lJiJl 6-tli ctF c,rl Os.t:'JiJ,"lJl 6LJLll drl+},. Y

. l*" i i lJl.r L:li:. +1,.1! rll i ki.)l qjr,r{,'l-i lcJLndl ii+ tljs3ll di !n:ll 'f
. ll1j'L 6l-Fil l'{!t!Sl f51y Ji ,J+"Sll ilJF g,. :;:Jl. r

,i-DL -rc, !F-$ a*!l el,lJEl (6lJilD,:ll...3il J ly-r+ $ JJiYl.o

J-':" il dW dlil e#lJ+ "1" 
lr". l+ C u.!d a.ssL*l i 4-r,ll-r >++sll qr.J- u r"r,ll

. 6cr; 3l fe,.iJ $E

.:{$,',-:rS: +:-Lil ilJ+ dL-J ar.rr "ll +j-ul liJ"-ll 
'r"S Ol .1

,,!!...,,,.r drL-"!,.ill +- d1i,4l! 4l',n Orn il O<", J-ll Jrl Ci.. L+[s 01. A

. l-Li.-.!l .,J"ill }t* JSI a.rJjFtl 1+Yl &lelJE)l e*r $L,3Y

.Lri.ll J' tuuJIl ( cost-benft ) (ilJl) r.iill - rilsl +ri 4;3*Jl g.. r

. o----t-;lYl e-eCt .+lls e*e l.',.r.Jl g. a:l cul:L ..-nr.Jl &3r- rJI

( Turban et al,l999:666 )

Ls+^.,i5 o+,r:ll{ I )Js,i qf tx rl4qjl tlrii (Turban et a|,l999:662) g*j\
, JJAII .U"r1 ) *": {,+.J drus dnu (,l) r(91 ^1 #ia Cr:!sL JP 6l+Ji Jl
, drljl+ll i-EJ- ) oa.!i:r llJ,ii. dJl+*fu . (;*"rsl L!,ri dli,:elrJ .}l!ll
, 1999 ) ."' t.s . ( dl .. dJL"rJCl , :-!Jl r-..! 'iill , drul+$ i)[.11 JP rlril-ll
;r !*jiJl -,-+. e.l.r;qJl : t* O--J"" . -., O.gJ; d drl+\jll gl;l ( Steven , 473

.1;c ahYl r d.Ut.iJ.J eLJ.il , &!-l!.1 erro . '6J{s.!l J.-5,lli,i,Jl lfr;,y^at,



t: *iill ol' ;{llr, (a.";lill !J3j.J1 , lrUl diX*JL Jr.:lr , .l.!itj .U-ll
. ( \ -", tl ,ri !i:jj Jc.rllr, i.iJ"Jt ) * a.:Utt

Hardware

lry +-,/,.)-ir! -
,3'.+.rJ+ll J.rl d t{L..t! -

--H

Authorizcr
drl,r!

J-ri i3u---alJ. -
(r.lrLq.JLF..

Source : Turban Efraim et al ! Information technology for management 1999 :
662

Security Theats O.!l d,l+$ (Y) dls,i

Systom roftwr..

Slstem Progrrmmer

aFr Ll-y (1#'+) !!j CFL! -
aL.J,Llt

sr-&.i!, -1lJ1__l ,di_
iJ.l Jle d-uj (,titiD \s -

Data besc

il.r",ll-

Jr.rr"-illl &Lla. aL--!, -

External Environment

l+,*! dJlJE -
(Jtn) jJI r'rl -

+rrrl !. Jl jrbi-.$ r#t &rr -



k-,,,. rr cll, U 
"--,Fl 

+J] dl drlllr drl+Cl .n elri e.Jr (l) rJ:+ll.r

: jh*l''

fg+ftl rr.*,lt {j: e:il1 ci3;81t3 c,lq4:ll eul (\ ) &+

Condition that increase Vulnelabilily
, s.!, i yrlt ! n,jil.i. Jill

Type ofThreai

+sl rrr5r &+L3I v.r 
i-r!)r & +F cj,/ l,.rt- -

. q* l]jlylr r"-r l

, !;F J^ 'r J..i- fLLlr or o:rJ:rler vnill L:rlr -
. Ll)rl & lrG.J.Li)L ttll r*'.! -

!r,r..ll ll"r

. ijF. Yl r.j rrrglr J.!)r P ,
Jljl)t aud er dL.4i Ols llr L.i Jr)ilr ilijl d tir-ll -

; ie' Jlr

Ilardwsre melfunclion (l

, +->tlr t* Jra)lr ar-.ilr -
. fLljlr Jr., + j]i srll i,jj..ll J!. &r!l -

eu+l llli- cJ,ir ..la r lilr .t -

sofrware buss (r

. crr,tJ.)r g. (lJj.lt -
. .ur!l o. rr$1 tb)r .i.lsr 

"L 
c.!+-U! lru.l .- -

, '1r!ll .sr Lnr)l "
.l)- -rlr d...3ll -

.:l!,.i:6 11 ($rjrJr--jU L! -rE (peak load) rrJjll.L!r-
. t.Ir.l

e)-ll-),. fJl-
,ir+!11 ,rrlll? jE.iJ-il 

aiA.I J$ll {rt lt u-)r -
lr+Jllr i-l:i)l lLii J.; i.j)- -rnl !"L.11-

Damg. lophysical (1
facilities

. iir]l;il ijrJJl s,L Li)-ll-!ir !!l-
. .ruill4illl .!ilr +Jlr -

Liability (v
l.'lrluMJ.rlJr

, lJl.,llirJlJlr. st ll .LLl aUll )J! d-..d| -
. tlrjir i].- ullll .r. +J rF, ., '

, ,G i 
'.I 

L!,)l '

'Ihcft (^

. &Jr "* dJ-J j r-. L.} i! +J -
, 4i+-rJllr JB3 gL i!, L.lr J+ i.-}!+Jl-

. i!iJ! lilli!4.Lnl] olel>)l -

Allerrt.!.n - I fnrmstion t999 | 4

; 8.lj*&Jl Jle drlJ.ll d,l+rel (l )

s--lc &--.Jl -51 
;cL)l .r-ii;,.rC rll:nll td.rrJ4 $ll drurJajl Jl di+\ill qrfJ

crlr-+\il .!--nr at-.5J'Jl $ JSi 4. ,').Lll JE" €i I \dl 4! ,--.,,"-r [":11 oL].-

.,-lc +--:6!-.ar . e:LlrJl rii rl ZL- rP'" ii r lil L-ti lnJri nc'o ,A Ji:)

J-E o. atL:ll ,lri:-l ..{.a &r.i $ Jl il-Lrl tl,r'.' u (J;lF,-*Ei ,J+,r. -rf$l

L,-ljF-ii) ir *L J*+ill ,:rl!l &):i iEr . ell:.:ll J JF$ dri- JJ' l.'rl.Li,il

,F-. k L: , J"- $sl a* ea Ls il.,i- d-Jl,Jl +: O! crl:,j)l a.r J:r,ll

Ol Ol4 ejr ",,t1 OLi rj.Lli clL:lJiiYl ..u uL JJ+],ill d+ t rror , 'tJ drir JS&

(\). JiJ.--Jl i!: ('\) rs.ar i-+J +l+-l i.+- g* 1^;t: ,-iqr€rJ o'raj' i-.).r' Lv$

dlx--.rJl+JJ"!l (o) drL-:lrJ 'ttrl (t).6r,i lJill ,.rrco (t).6Jc+yl (,JL) ,,-^
JL-j.l r--!r.pL-.Lill 'lrl ...;c l,.iri!il! !t-dl (v) JIJI pL;lj,.ll ,lr!l (r) e;:Ul

.J'l Al+ e*-,p") 4jlr'oJL^i,)l O. !)r . tA.^l O. enili lJtJiil dil+{Xl (Steven)



...',. l+-l u-+ cr),1 }ll r.ir a L,r, gr.ll "Jl &11 ,J$ a+++ &rl.ell + ty
. q..il,+-JU !-ut rJ.iij &idl
: 6rj,,alrll &rl3rJl d,hfll (t)

a- ,-!il i--,i.)l lt-Ull c.}" r.ir d,L J'-l.l au6 ,r1 U LFJ+ Ol !s+ s,.ll s.ar

,-Ji rl , Cr--!. u-1. ."'l J.! O. i.r *i" dl)JL. Jl'.S L{-,) 
"!.-L -}.;J olq+lJ

.,-1" ,J "-"--! dil-rl ' I l',i -1. ,jJul ;.i fl 'r',..,Lr dlll clli rl$.5-L JJ" rs-
(Steven , 1999 , 467 ) .l+1tj d* .j)lil rl c,l-!,J

: r=lj*,Lrll 1A.,7r qr6: r

k"r--.e isa: a+r,,|! JJd dL"! rS! -:-t-ll i-lxl tlss-l *e .::-lJl 4+* rJ

1-*_F nl-.i+ dJill ir-rrj r-jll ,--u..-.g.3llj , -r"s.t13, fiJJi t"o , -*-,'lJ !,J.1-- Jl

'-+Sl .) "ll Jtnrl ULn C-5! $ : ,b.::i JiSl ,rr*Lll Llnl e*-1 L+ .ij*ul
cD-t cr , atl$ d Viruses sL"JJCl dn- e* s.lr} gljJt-, l.tJl+fl CLJI+

d.---F:Jt rx qr)-)l Jls.iYl_r . parasiter dr;Ji}':ll ,Infected a+l.Jl c,U-JCl

.:,i!,Jl +nE:: ct:l+.+F Jl, dDljlj, JgJ.iir, eurll d-LLi.l LriiJl ,,!..L1l

.s^*9r cj*h3 gs;-2L:,3 g",ilj. Jl c,. J,"lAll f.l> "$-x 
i";-a ufu U_r'3

'.. <'.-l. u-i--.ill L-41 ( criminal hacker ):--.16-!iJl O. l"lJill ,,,<') u-iJl
o---s p3-++X L--X OJ$ s,.,ll &l-?Cl eii;j. crackep cr.^{ d.lr.ll ,i" L.rJ+ll

ailtJ iJLJI dJAr ( r+rul ct Jl ,-!.)A: dr Llrri J) foL-ll &.:,_!lu. 's;
.[---+dlr, sL+Jlr (.l)t -:)1, liin"]l L.tJl 6] . (,riLrJ OrJ*r u-ti-,i!t,

.-rL-+ c.r-Ul L-"r"J+ s-^.,3 eiJl r:)1.ll g. q.rJl eir,i,S3. !t^Jl c:lllu! lL- l

. i,iljll !!lii. 1l d3Err iL+ll i:l,lJ.)l JJ+ tuJl& $,"t I,r*- lJ3.r L.i1 LJ. J-Ul
. &-:i)l l+.rljillj l,ilill &lclJ=)l $- g. &rte.ll 1:,lti , ,!" ,JI .s+ alsr

: lj.;-Jt *

: ,4 glii {*.;. Jr -. J-r-Jl+ a-L-,1. !r {i!l r+,6 os"t

,Jr-Jl ,..rli;j (.., J.) lJr.. J:nll d)ii-)l .l ,..r.3-lJl drh..r dir.i-liCl a.!.,1"" .l

&-A ct' il-!t .t. dJ.ilJl ue +ltr:,-l ol,l+ dB"l &.-,rl .r" f.l.;Jl .rjJl r:'!^lir

.:i++-lll. I j_!i,J

. drutd.f L!r&: ri ,Jn-Erl 6",Jt (-,c i.6!l.o



: ]uletl r-u.;illl3 -,;r.$!1 
*

( djljl* J 4:!i-Ur atJdt a;=j -x^:n -J -rji r^iJl , 

'rJJAll,, *sll li6. -n J:l+
is.--,i ,:!j ' aJ . u,r-lr+ll Jl ali, EJI ardlll Jl .j+e)iJl u* crFJ-fo rij
4+.J+]l dJUl6 0e +]Jl drii-l{ )",1J1 ,,'JJr1\r Jr.r:ll o)Lirll O. +Jl '"rtJ,,])l

, .:rL*rllill . dl .ll sJlJ , irlj-J,t LrL^ ,JrrJl .,rLJ.l \j..+Jj3llJ i4"sll

. 1^J4DJ , Logic Bombs iJili"Jl &L:ill r Worms ci+:ll

rt!]I c,trrrSj 4i+U.! g..E I gjJdl : l+itt

. {iJIoU !6- Lr drL JJl &l rU- dJ+.1 \+l! CJiiJl e !r.tl (r) JSJI e.-5ri

&f sr.l ptlix g..16. Gir.l (r) ds.i

,r{311

t+ I lll+ t

'r,l

I 3

I

:fnL ds,& dri dEj JiJ}{\
d,l ' i\iil Je.liil Lli!.11 &1- J." i,"L- .LrLll .UJ nJ e-UJ+ #i O' Lbdl &a

, .r.r-*.j rJ-5-y. r-r-5+--^,+ t kiJ-r l^Jlrir I &l-rL^ll !>' .1" j! S dl
s-Jo a-luil di- JJI ,..,.1 ':ril-i-l 1..J" (J+ dl g*-!13 olili.iJl r-ilii-,

' ;;! liL-^ r ,ra.31-#-,1 6) 3t"': f+J a1c tuL)l or:-!r" dsl tuJtlJ ci-. t*. )l

6i.l drl dhJt u r t1urrJ $-.1 .,is f c,Li,Jl $.sr llt u. I s..'l 01 L!t"!
i :!rr-gi.tr o.,,.\L1r Jrl Jjtnil l+Ll dl 1ll-Jl r-i,Lr |o.r c,l+r{il np. (j;l

il . i--.I-Jl : J.Ai a-+= a*.Ll.llr drUl+ll di.-:;,1 ..4.tt 6-t:;a;," 6.1:

d,t-rt- JJ r l.,.LJl ',,rL',". y .LJ,. u. ,.r- .l" alL r.Jsi L*' c',urt'."li ' " ^''



o.-l ,itL-n ll Lill cl iil $c $si Oi Lln^,ll (J,lc, 0i ll . dJ"-! iiL: ,JI!,!

: qr} L *e LE L a^-:r qr:ll .fta.J.ll

. >Y eS cJ, ,-1ljl*Jl &tn a:Lc rDi, &["J...lt L"L, ra 
"J-.2s3 I c.,yL;yl J *

al r' , :,-+t -< : t{-clJil i.ils, au:ll q}j'lr eJ-J,LJ r,.L- a, rl}J I J3J*!.JSI O.1 
r

;_j:-r* J] dJl+:.lJJ 4ic-,j + r.Ell-Jl rE,.):r sr!:.Lrrt e-lJ+ -tuL"sr 
, J-!i,j,i!

4_.-ig C-l .-+ al)i:-l OE >.:i l-EJl sJ k Jjj &! &,iJl Jtli-yl J) l*clnil
. l-.-cUL d,ljLill rcly qLsj . dJEul '.Jrl e-l> !L--: . L:l..r-r+i]l alljlr +\rl

CJI u"i , 6q$LJl 
""i 

, lS.^ltt cr"i : qr^ C,DE C;lr. .1" ;S-xr : d.tiJiill drl t
drLJ J,ll 4-i .31,1 13 . cr,pll Cp dlii dJtlln r -lj(J! ,* &+ kr",.JSt,

4L.ll t+-i rjis: !-1 _xtt - J+" .>c1 d,)ill ,jl-cuill !.!l iLlsiJ r-r,r-.Jt ,",tri LJj
l+16 . 4!,-:J a+l.^ , e;"rL L,L- ) ki" i.",:. 1.'1.i c.!;* O*F dDi Lr.3 A,3)Jl

. ( {p-,- i..,"U- , a1.)') lrl-- , arJhl

J.-!j',Jl J --ii d,UrL.]l tcl ,-r-,p dt f) JHrl rr5:1i dl$ JJL,IJI r,t-l l-i

fl_r-l +; -,rU. Jt ..ra , ij, .i, J) JU; , W.1 :rs.-5 l...LrJl & 6LJ,.ll o"+
. ,,.-rlr ir-,.+ +J.J l.:;l L"S rr,. .t1 ,_*L!, L_i

I (1:jJL iiEj. JS \il bAJ L,LJI c.l.L_r *$ LD: iF a+ .:.lljll J3tdl arLl t i

(,ll a-J"-i-ll dJLrLJl a?L: (Jl+lLi. rr.:r, ol+{llt u,. u.!l Jr!-i st a-Ldl

I g1 i u>.:tt a*-r r l.r"L".Jl e*Jl :9i1.)9^I1-, i;.rul liL,j" ts.l lsJr la+..: F
r"+ 'ur* 

o.rs Y &.uJL.r , IJLJI Jriss ) i.i.i!: srnJ l-Jljul !.u otet;r;t ursi
t- 93 gl..!l djLnll rrl.f Ol.i i-rrlr , or-jL.I ,j.i elLit "tr!l :-.ic -iJ] r- Jl
(,-.i 6J9l "-jJl ,+l-.ll &L.r O. r"Jll (,l" kl_*-.r:" di+{31 ,,{slr. LLr j.jJ.r

-, uA U,.*,, Crff "ffiJ
.r- cFl-lt qi i'i.:rUrLJl oJ rt}+ CC^;^lt eQ-.1, Cryt ,rS ,-r,,. rJ]lt ;g -i
6! is;r-;3g J ,r:, , 'r, -,t, !-G:lt 6s.rL.,-l-: idajJt iJilt Jt$rl ir,^
. r{+.3 rli .yJA ".J+ir i.i.;* )3.r: se .il !r >*f r- 'ra-p 

, ,,tl.i .,lJl J*aLI

lLnJl ++S f+rj q!.yl -)j*Yl dl-! sle k+"ril* aJs Ol .:J[Jiill u]E d,ij lJlr

klJ'a rre slqr*ill ;t+ ,.t-tt ig. t,pt - ,rt+.+ll Jl]r: e drlJi,. dsli! r,...," s .!.1-d ( ')



d-jj,:g 3l crj",l-:.Jl f \i1 i ' iLr. rJS .i_.r+ Ol d,+!J ..!l'lJA. YIJ iriljijL JJ.!l DrA

e----:r ol l---.L]ll --lcr . 1-+i.y! .r-lr.\ liLJt Ll. :ll &ls dluiJl d+ll-- \r!

aF-yl 1!Ei el+ L:..1 *]lJlr , i.F)l Jt".+ qiJtuJ rtc spj Ol-.' I r,i" l3l c.,l-s-,-.. J,.,ll

:,-+ l ds:-l d,l+)E I tlclJ. +:+-r r.r# tJF.r,,ilj !, "UI (9J Culture security

L- irlLlll rsi ol iiL]^ll ,!-, ,iJL gi ili.). c;.rj r.Jsll u. lJl,rJl d,l'lJFYl !+r
L+rill diL-Jl .6-l.lii-l .s'e+ eSll flJ" -.,1- L pa)13, a-l rLill re& +*+

r"-JL.l l.r-Ll lJ-l .y.rt J at^)l .,:" r}cr.Jl r.:: f JJl CFyl ,& i.bit Tl
JL-nc)l !-];r, grt--Jl 6.)1 6lcl-;l .rj.b Ol $+i.,r &)1,-3)lJ 3l+-tJl d- J6,"i

dr-;r-+Cl3 I e ll' l:,L'.,t| OS".r) $3ll t-,.Jlsll &rl3sJly &l.r-)l l*t'':r olqqS!

dJ++-..,",r ot:t$l tl (,$Jl Llj-$ u. +rw JiJl +'.J}+Jl J.ilssr . , cilnJl
jllJ., -r,-lJl .j;--n d) O.,1" ,9iJl _t;c d-li,.i)l .J-J $ pUl Jjrll3 ".r3,"lJl
jil (n *i]r a,L-,BL..!rii-U dli ,3r 'l ,S4r.. irULJr , ! E,-!l .... .:,yL-i)l

.$r a-l.ll dJljl"Cl lJl-. L"t*i 1.6,-r'i l-.rlsp rjrl.: , lCl dr ,",iJ'll aF .jr{,

dJri d-ff*..,1 'l:r J l*&-F)l rrr+ll l9trJ14 .JsJ. I pl!:l 4rUl u,.yl 01,1 6$ll di
. (Oklahma , Tuisa) d ,-rl,

dr-)l J+rj u : olS,uiJlj jjr*Lr$ 6j6$3 6Ut#!l ull d3rlll ,,Je i..!pJl -a
cr..r-r: !,xJl &t !*Jl Jl &rr! dil!.yl olel-)s)l q.u5 cf-,r:-,r.!l u. ajte grUl

r ,* ,-Jl dj!*JJ, ,J-e.ll *1" '.J.LlJl |ELJ O.;3 .)AJ iJJtt-Jl ,."r-L)l 
ar'!- lJill

!j{-Jr 6U1:iI JJ JFll .1"'. ,L$l ,-Jjlr+ (!) &+ll L-j'-!r JBill g,:. &L.r.r

Source : Steyen, Alter, inforEatiotr rystems 
' 

ManagemeDt perspectiYe , 3"'ed .

. c,LtujllJ .--.r. 3-Lll
olsliilj !, r-LJlrj{.+lJ oLl+ll Jl dJnJi (Jlc I J+Jl (t) dr+

lri Example i!r"rl ilul:Control technlque
qir-{-llJE

rr- l! rjrj ,ll , dJ-l r<lr & F
(,1rrr.-r)r) ltlcr olr+11& ar (]l._,

L?r",lJl .lrri-Y jln )r 1i!r,- 6L-A i!i!i u-lr'Jl 't!-l -
ir- d.r.:l+ 4uL Jr &iJr ii!- 4LJ:- &iir! !,t:ll rl-L.l -

l.-t.iJl rl.-i3! cxlrill
i,J1I au! -

(Physic€l facility) +t lr o\.,1rJ clnJ -
r+UL@}!.bqlu]'
{llr..-t rl t,-, )l t,-r -

1F+jlr ajF -
I +ll ri +.i -

du,i!!"i.L"rYrJ 6ls+Jl !" tuJlll 6',r}] I slE iJ.ll"Jl

Jr el an , !j .J-3r s! L {i- !. str+J.1J+

1999 | P477



t c,ldl,.ll .,b i.1l*Jl -f
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